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I.
BACKGROUND

ftwSSO is the method employed by customers of ftwilliam.com to permit direct access to ftwPortal by plan sponsors without the need to separately log-in to the ftwilliam.com site. The plan sponsor only needs to login to the customer's site to gain access to the ftwilliam.com site. Thus, ftwSSO is the ftwilliam.com implementation of the single sign on (SSO) method.
ftwSSO is an SAML-based web service that grants a user access to the ftwilliam.com site (service provider) after the user is authenticated from a another web site (identity provider). The identity provider in most cases will be a customer of ftwilliam.com who wishes to allow a user access to the ftwilliam.com site after being authenticated/logged in on the identity provider's web site. The actual authentication is performed using a SAML-based XML protocol.
After being logged in to the identity provider's site, the user accesses ftwPortal by clicking on a link/button that runs a script on the identity provider's servers that creates (1) an artifact (a unique token to identify the user), and (2) a persistent object on the identity provider's servers that is identified by the artifact and that contains the access rights to ftwPortal. The identity provider then sends an https redirect to the ftwilliam.com servers with the artifact and the source reference of the identity provider's artifact resolution resource as parameters in the GET. (Detailed technical specifications are set forth below.)
The artifact resolution resource on the ftwilliam.com server then sends an 'ArtifactResolve' request to the identity provider's artifact resolution resource. The identity provider's artifact resolution resource verifies the message by means of the artifact provided in the 'ArtifactResolve' request.
After verifying that the artifact is valid, the identity provider's artifact resolution resource sends an 'ArtifactResponse' message with a validation code, an identifier of the resource on ftwilliam.com to be accessed and an identifier of the user to be granted access at the ftwilliam.com site. The rights of the user are established on the ftwilliam.com site by either using the normal user interface or by use of the xml-based ftwLink system (see documentation of the ftwLink system for more information).
After receiving and validating the 'ArtifactResponse' message the ftwilliam.com system will issue a redirect to the user's browser containing the url of the requested ftwPortal resource.
The identity provider must provide the URLs of the resources on the identity provider's site that will provide artifact resolution, error handling and ftwPortal logouts.

II.
ARTIFACT GENERATION
After being logged in to the identity provider's site, the user clicks on a link/button that runs a script on the identity provider's servers that creates (1) an artifact (a unique token to identify the user), and (2) a persistent object on the identity provider's servers that is identified by the artifact and that contains the access rights to ftwPortal.

The identity provider then sends an https redirect to the ftwilliam.com artifact resolution resource with the artifact and the source reference as parameters in the GET. An example of the Get is set forth below

https://www.ftwilliam.com/cgi-bin/SAMLPath/ftwSSOArtifactResolve.cgi?artifact=[artifact]&SourceRef=[SourceRef]

The [artifact] must be unique to the user and the session. It should never be re-used and be valid for no longer than the artifact generation/resolution process requires. See Section 3.5 of saml-core-2.0-os.
The [SourceRef] is a unique identifier provided by ftwilliam.com to identify the URL where the 'ArtifactResolve' resolve message should be sent.
The identity provider also must provide ftwilliam.com with the URL of a resource that will perform error handling. If any errors occur, ftwSSO will do a redirect to the URL with 'FailureCode' parameter containing the error code. See Section V for a list of error codes generated by ftwSSO. If any errors occur on the identity provider system, they must be passed to ftwSSO in the 'ArtifactResponse' message for further redirect to the error handling URL.
All errors will be redirected to the error handling URLs except for a failure to resolve a [SourceRef].
III.
ARTIFACT RESOLUTION
The process of artifact resolution occurs in a synchronous exchange between ftwilliam.com servers and the identity provider's servers via https. After receiving the artifact from the identity provider's servers, ftwSSO then sends an XML message to the identity provider identified by the 'SourceRef' in the artifact generation process described in Section II.
The following is a sample of an 'ArtifactResolve' message sent by ftwilliam.com servers.
<samlp:ArtifactResolve

   xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

   xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

   ID="identifier_1"

   Version="2.0"

   IssueInstant="2004-12-05T09:21:58Z"

      <samlp:Artifact>artifact</samlp:Artifact>

</samlp:ArtifactResolve>

The ArtifactResolve tag will contain the following two variable parameters:

ID:
An identifier for the response. It is of type xs:ID, and MUST follow the requirements specified in Section 1.3.4 of saml-core-2.0-os for identifier uniqueness.

IssueInstant:
The time instant of issue of the response. The time value is encoded in UTC, as described in Section 1.3.3 of saml-core-2.0-os
In addition, the message will contain an 'Artifact' tag that contains the artifact provided by the identity provider.
The identity provider then validates the Artifact tag. As a part of the validation process, it is required that the Artifact be limited to a single use and only valid for a limited period of time. Please note that ftwilliam.com makes no determination of the validity of the Artifact. The validity of the Artifact is the sole responsibility of the Identity Provider.
After verifying that the artifact is valid, the identity provider's artifact resolution resource returns an 'ArtifactResponse' message. A sample message is provided below.

<samlp:ArtifactResponse

   xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

   ID="identifier_2"

   Version="2.0"

   IssueInstant="2004-12-05T09:21:59Z">

   <samlp:Status>

     <samlp:StatusCode

       Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>

   </samlp:Status>

   <samlp:AuthnRequest

     xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

     xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

     ID="identifier_3"

     Version="2.0"

     IssueInstant="2004-12-05T09:21:59Z"

     <samlp:Extensions>

        <KeyID></KeyID>
        <Resource></Resource>
        <ftwUserID></ftwUserID>

        <ReturnCode></ReturnCode>
        <FailureCode></FailureCode>

     </samlp:Extensions>
   </samlp:AuthnRequest>

</samlp:ArtifactResponse>

Please see the discussion of the 'ArtifactResolve' above for a discussion of the ID and IssueInstant parameters.

The response must contain a <samlp:Status> and <samlp:StatusCode> tag. The Value parameter of the StatusCode tag must contain one of the following values:
urn:oasis:names:tc:SAML:2.0:status:Success
urn:oasis:names:tc:SAML:2.0:status:AuthnFailed

Within the Extensions tag must be three mandatory tags and one optional tag:
A.
Success:

<KeyID></KeyID>:

This tag must contain a validation code provided by ftwilliam.com.

<Resource></Resource>:
This tag must contain the resource requested on the ftwilliam.com system. Valid values include:
5500Portal

More to be determined
<ftwUserID></ftwUserID>:
The ftwUserID tag is the ftwilliam.com unique identifier for the user.
<ReturnCode></ReturnCode>:

Will contain the value of the ReturnCode parameter when the user is redirected to the identity provider's predetermined URL after the ftwilliam session is completed. Only required if logouts from ftwilliam.com will be followed by a redirect to the identity provider's site.
B.
Failure

<FailureCode></FailureCode>:

Will contain the value of the FailureCode parameter when the user is redirected to the identity provider's predetermined URL for error handling.
The rights of the user are established on the ftwilliam.com site by either using the normal user interface or by use of the xml-based ftwLink system (see documentation of the ftwLink system for more information).

After receiving and validating the 'ArtifactResponse' message the ftwilliam.com system will issue a redirect to the user's browser containing the URL of the requested resource. If the validation fails, the ftwilliam.com system will issue a redirect to the user's browser containing the URL of the identity provider's failure service with the FailureCode parameter value pair.
IV.
LOGOUT
Logout from the ftwilliam.com site can be accomplished in two ways: (1) logout from ftwilliam.com without a redirect, or (2) logout from ftwilliam.com with a redirect back to the identity provider's site.

To logout without a redirect, the portal should contain an <a> tag in the following form:

<a href='EnterPortal.cgi?Status=logout'>

Please note that the above is the default for identity providers using the default ftwilliam.com portal.

To logout with a redirect, the portal should contain an <a> tag in the following form:

<a href='ftwSSOLogout.cgi'>

The ftwilliam.com system will log the user out of ftwilliam.com and issue a redirect to the SourceReturnURL in the following format:
https://[SourceReturnURL]?ReturnCode=[ReturnCode]

The ReturnCode value is provided to ftwSSO in ArtifactResponse message.

V.
ERROR CODES
	Error Code
	Description

	ftw-10
	Invalid SourceRef (error handled on ftwilliam)

	ftw-15
	Unable to retrieve xml from identity provider's artifact resolution resource

	ftw-20
	Unable to parse xml from identity provider's artifact resolution resource

	ftw-25
	Invalid KeyID

	ftw-30
	Invalid resource request

	ftw-35
	User not found

	ftw-40
	User not active

	ftw-45
	Unable to create ftwilliam session ID

	
	

	
	

	
	


PAGE  

